





International Multilateral Partnership
Against Cyber Threats

The International Multilateral Partnership
Against Cyber Threats (IMPACT) is an
international public-private initiative
dedicated to enhancing the global community’s
capacity to prevent, defend and respond to
cyber threats. In May 2008, the ITU was invited
to become a member of the IMPACT Advisory
Board. In November 2008, this collaboration
came to fruition, with IMPACT’s headquarters
in Cyberjaya, Malaysia formally becoming the
GCA's operational, physical, state-of-the-art
home. The ITU maintains a ‘virtual showcase’
in Geneva of the early warning system, crisis
management and real-time analysis of global
cyber-threats. All IMPACT-based initiatives
provide services in the five work areas of the
GCA.

IMPACT Centre for Policy and International
Cooperation

Under the ITU leadership, and together with
partners such as United Nations agencies,
Interpol, Council of Europe and OECD among
others, the Centre for Policy & International
Cooperation contributes to the formulation of
new policies and the harmonization of national
laws around a variety of issues relating to
cyber threats, including cybercrimes. The
Centre for Policy & International Cooperation
also provides advisory services to interested
ITU Member States on policy and regulatory
matters for cybersecurity. With the support
of the ITU, the Centre fosters international
cooperation through specific programs such
as coordinated cyber-drill exercises between
countries.

ITU Cybersecurity Gateway

The purpose of the ITU Cybersecurity
Gateway!’ is to provide an easy-to-use
information resource on national, regional and
international cybersecurity-related initiatives
worldwide. In today’s interconnected world
of networks, threats can originate anywhere,
and thus our collective cybersecurity depends
on the security practices of every connected
country, entity, business, and citizen.

National and international cooperation is
needed among those who seek to promote,
develop and implement initiatives for a

global culture of cybersecurity. Through the
Cybersecurity Gateway ITU aims to enable
information access, dissemination and online
collaboration among stakeholders working

in cybersecurity and cybercrime related area.
The Cybersecurity Gateway can serve as a
platform to make stakeholders more aware

of the various actors and groups working on
the different areas of cybersecurity at the
national, regional and international level. The
ITU invites all interested parties to explore the
vast resources and links available through the
Cybersecurity Gateway and join in partnership
with the ITU and others to build confidence
and security in the use of ICTs.

Child Online Protection

Under the GCA umbrella, the ITU launched
the Child Online Protection (COP) initiative in
November 2008. The COP initiative has been
established as an international collaborative
network for action to promote the online
protection of children and young people

10 The ITU Cybersecurity Gateway can be
found at: http://www.itu.int/cybersecurity/gate-

way/



worldwide by providing guidance on safe

online behaviour in conjunction with other UN
agencies and partners. The key objectives of
the initiative are to:

@)

Identify the key risks and
vulnerabilities to children and young
people in cyberspace;

Create awareness of the risks and
issues through multiple channels;

Develop practical tools to help
governments, organizations and
educators minimize risk;

Share knowledge and experience while
facilitating international strategic
partnerships to define and implement
concrete initiatives.

The COP initiative draws together an effective
package of policies and practices, education
and training, infrastructure and technology,
and awareness and communication. The COP
initiative is based on a multi-stakeholder
approach and the belief that every organization
- whether online or mobile, educator or
legislator, technical expert or industry body -
has something to contribute.




CONCLUSION

The ITU takes very seriously its responsibility
for WSIS Action Line C5, “Building confidence
and security in the use of ICTs”, and is working
hard to address the emerging challenges

of the Information Society. The Global
Cybersecurity Agenda as an international
framework has helped ITU take a leadership
role in both cybersecurity issues and in WSIS
implementation. It has helped build awareness
of ITU’s activities among experts within

the field and won their commitment and
ownership of the strategies developed by the
HLEG.

It is undeniable that ICTs form an integral part
of society today and that they will continue

to do so in the future, with the Internet
connecting ever more parts of the world.

ICTs are constantly evolving, progressing and
improving many aspects of our lives. This
rings true also for cyber threats as they are
intrinsically linked to ICT evolution.

The GCA continues onwards, forming
partnerships and enabling ITU Sectors

to implement these strategies through
concrete activities. Much has been achieved
but cybersecurity is a constantly evolving
challenge, which needs to be continually
addressed due to the ever changing nature
of ICTs. ITU will persistently work to build
confidence and trust to ensure a safe and
secure cyber environment for all.






LIST OF ACRONYMS

ATIS Automatic Terminal
Information Service

CIRT Computer Incident Response
Team

CIIP Critical Information
Infrastructure Protection

COP Child Online Protection

DDOS Distributed Denial of Service

ENISA European Network and

Information Agency

ETSI European Telecommunications
Standards Institute

GCA Global Cybersecurity Agenda

ICTs Information and
Communication Technologies

IEC International Electrotechnical
Commission

IEEE Institute of Electrical and
Electronics Engineers

IETF Internet Engineering Task
Force

IMPACT International Multilateral
Partnership Against Cyber
Threats

IMT-2000 International Mobile
Telecommunications-2000

IP Internet Protocol

ISO International Organization for

Standards

ITU

NGN
NISSG

OAIS

OECD

PKI

QoS
UN
WSIS

WTSA

International
Telecommunication Union

Next Generation Network

Network and Information
Security Steering Group

Open Archival Information
System

Organisation for Economic
Cooperation and Development

Public Key Infrastructure
Quality of Service
United Nations

World Summit on the
Information Society

World Telecommunication
Standardization Assembly



Resolution 71 of the ITU Plenipotentiary
Conference (Antalya, 2006)

This Resolution outlines the Strategic Plan

for the Union for 2008-2011, including its
mission and nature, strategic orientations

and goals and detailed objectives for the
Sectors. Under Goal 4, ITU should specifically
engage in “developing tools, based on
contributions from the membership, to
promote end-user confidence, and to
safeguard the efficiency, security, integrity
and interoperability of networks”, with
information and communication network
efficiency and security defined as including,
inter alia, spam, cybercrime, viruses, worms
and denial-of-service attacks. Under Objective
3, ITU’s General Secretariat has been tasked
to facilitate the internal coordination of
activities among the three Sectors where work
programmes are overlapping or are related, so
as to assist the membership in ensuring that it
benefits from the full complement of expertise
available within the Union.

Resolution 130 of the ITU Plenipotentiary
Conference (Revised, Antalya, 2006)

“Strengthening the role of ITU in building
confidence and security in the use of
information and communication technologies”

Doha Action Plan Programme 3 of the ITU
World Telecommunication Development
Conference (Doha, 2006)

“E-strategies and ICT applications”

“Cybersecurity: Enhance security and build
confidence in the use of ICT applications”

Resolution 2 of the ITU World
Telecommunication Development
Conference (Doha, 2006)

Annex 2 of Resolution 2 resolves that Study
Group 1 will study Question 22/1 “Securing
information and communication networks:
best practices for developing a culture of
cybersecurity”

Resolution 50 of the ITU World
Telecommunication Standardization
Assembly (Johannesburg, 2008)

“Cybersecurity”

Resolution 52 of the ITU World
Telecommunication Standardization
Assembly (Johannesburg, 2008)

“Countering and combating spam”

Resolution 58 of the ITU World
Telecommunication Standardization
Assembly (Johannesburg, 2008)

“Encourage the creation of national Computer
Incident Response Teams, particularly for
developing countries”

Resolution 149 of the ITU Plenipotentiary
Conference (Antalya, 2006)

“Study of definitions and terminology relating
to building confidence and security in the

use of information and communication
technologies”

ITU-T E.408

“Telecommunication networks security
requirements”

ITU-T E.409

“Incident organization and security incident
handling: Guidelines for telecommunication
organizations”

ITU-T H.235 Series Recommendations on
H.323 Security



ITU-TJ.170

“IPCablecom security specification”
ITU-T X.509

“Public-key and attribute certificate
frameworks (global standard on identity
management)”

ITU-T X.8xx Series Recommendations

Global standards on key security aspects
including authentication, access control, non-
repudiation, confidentiality, integrity, audits
and security architecture for systems providing
end-to-end communications

ITU-T X.805

“Security architecture for systems providing
end-to-end communications”

ITU-T X.811

“Information technology - Open Systems
Interconnection - Security frameworks for
open systems: Authentication framework”

ITU-T X.812

“Information technology - Open Systems
Interconnection - Security frameworks for
open systems: Access control framework”

ITU-T X.1031

“Security architecture aspects of end users and
networks in telecommunications”

ITU-T X.1034

“Framework for extensible authentication
protocol (EAP)-based authentication and key
management”

ITU-T X.1035

“Password-authenticated key exchange (PAK)
protocol”

ITU-T X.1036

“Framework for creation, storage, distribution
and enforcement of policies for network
security”

ITU-T X.1051

“Information technology - Security techniques
- Information security management guidelines
for telecommunications organizations based
on ISO/IEC 27002”

ITU-T X.1055

“Risk management and risk profile guidelines
for telecommunications organizations”

ITU-T X.1056

“Security incident management guidelines for
telecommunications organizations”

ITU-T X.1081

“The telebiometric multimodal model - A
framework for the specification of security and
safety aspects of telebiometrics”

ITU-T X.1082
“Telebiometrics related to human physiology”
ITU-T X.1083

“Information technology - Biometrics - BioAPI
interworking protocol”

ITU-T X.1084

“Telebiometrics system mechanism - Part 1:
General biometric authentication protocol and
system model profiles for telecommunications
systems”

ITU-T X.1086

“Telebiometric protection procedure — Part
1: A guideline to technical and managerial
countermeasures for biometric data security”



ITU-T X.1088

“Telebiometrics digital key framework (TDK)
- A framework for biometric digital key
generation and protection”

ITU-T X.1089

“Telebiometrics authentication infrastructure
(TAD)”

ITU-TX.1111

“Framework for security technologies for home
network”

ITU-T X.1112

“Device certificate profile for the home
network”

ITU-T X.1113

“Guideline on user authentication mechanism
for home network services”

ITU-T X.1114
“Authorization framework for home network”
ITU-T X.1121

“Framework of security technologies for
mobile end-to-end data communications”

ITU-T X.1122

“Guideline for implementing secure mobile
systems based on PKI”

ITU-T X.1123

“Differentiated security service for secure
mobile end-to-end data communication”

ITU-T X.1124

“Authentication architecture for mobile end-to-
end data communication”

ITU-T X.1125

“Correlative Reacting System in mobile data
communication”

ITU-T X.1141

“Security Assertion Markup Language (SAML
2.0)”

ITU-T X.1142

“Web services security - eXtensible Access
Control Markup Language (XACML 2.0)”

ITU-T X.1143

“Security architecture for message security in
mobile web services”

ITU-T X.1151

“Guideline on secure password-based
authentication protocol with key exchange”

ITU-T X.1152

“Secure end-to-end data communication
techniques using trusted third party services”

ITU-T X.1161

“Framework for secure peer-to-peer
communications”

ITU-T X.1162

“Security architecture and operations for peer-
to-peer network”

ITU-T X.1171

“Threats and requirements for protection
of personally identifiable information in
applications using tag-based identification”

ITU-T X.1191

“Functional requirements and architecture for
IPTV security aspects”

ITU-T X.1205



“Overview of cybersecurity”

ITU-T X.1206

“A vendor-neutral framework for automatic
notification of security related information and
dissemination of updates”

ITU-T X.1207

“Guidelines for telecommunication service
providers for addressing the risk of spyware
and potentially unwanted software”

ITU-T X.1231
“Technical strategies for countering spam”
ITU-T X.1240

“Technologies involved in countering email
spam”

ITU-T X.1241

“Technical framework for countering email
spam”

ITU-T X.1242

“Short message service (SMS) spam filtering
system based on user-specified rules”

ITU-T X.1244

ITU-T “Overall aspects of countering spam in
IP-based multimedia applications”

ITU-T X.1303
“Common alerting protocol (CAP 1.1)”

Resolution 45 of the ITU World
Telecommunication Development
Conference (Doha, 2006)

“Mechanisms for enhancing cooperation on
cybersecurity, including combating spam”

Recommendation ITU-R M.1078

“Security principles for IMT-2000”
Recommendation ITU-R M.1223

“Evaluation of security mechanisms for IMT-
2000”

Recommendation ITU-R M.1457

“Security mechanisms incorporated in IMT-
2000”

Recommendation ITU-R M.1645
“Framework and overall objectives of the
future development of IMT-2000 and systems
beyond IMT-2000"

Recommendation ITU-R S.1250

“Network management architecture for digital
satellite systems forming part of SDH transport
networks in the fixed satellite service”

Recommendation ITU-R S.1711

“Performance enhancements of transmission
control protocol over satellite networks”











