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þWith attack vectors ever increasing 

and cyber criminals profiteering from 

internet -based crime at 

unprecedented levels, network 

operators, government regulators and 

organisations charged with 

information security must understand 

the internet threat landscape in order 

to make smart decisions about the 

operation and maintenance of the 

worldüs critical systemsÿ

The International Multilateral Partnership Against Cyber Threats (IMPACT) is the first comprehensive global partnership

against cyber threats. As an international alliance, IMPACT is strategically positioned as a politically neutral platform, bringing

together governments, industry leaders and cyber security experts to enhance the global communityôscapacity to prevent, defend

and respond to cyber threats. IMPACT acts as the forum that enables all member countries to collectively take a global leadership

role in the interest of their national cyber security. IMPACTôsGlobal Headquarters is located in Cyberjaya, Malaysia.

For more information, please refer to www.impact-alliance.org.



Ryan Connolly

Since his initial work in computer

networking and software development

in the early 1990's, most of Ryan

Connolly's professional career has

been focused on making computer

and network systems more

secure. Over the years, Ryan's areas

of concentration have included

network security engineering,

computer and network forensics and

software engineering for both large

companies, such as Cisco Systems,

and a variety of smaller ones.

Ryan founded eKrios Systems, LLC in

2010 and is currently focused on

providing high-quality information

security training and consulting,

particularly in the Asia-Pacific

region. Ryan formerly worked as

Team Cymru's representative in Asia,

during which time Ryan focused on

spreading security awareness,

providing security training and

assisting with collaborative efforts in

the service provider security

community. Ryan has been a

frequent speaker at a variety of

industry events, including the Forum

for Incident Response and Security

Teams, the Asia Pacific Network

Information Center, the Asia Pacific

Computer Emergency Response

Team, various Network Operator

Group meetings, and many

others. Ryan obtained a computer

science degree from the University of

Illinois at Urbana/Champaign in 2001.

Network Forensics: Understanding and Mitigating 
Malicious Internet Activity

Day 1
Å Driving factors behind modern malicious Internet activity
Å Common attack vectors: from remote buffer overflow to Web 2.0
Å Motivations of cyber attackers
Å Botnets as a threat: A tool for Internet crime

Day 2
Å Botnet creation methods, attack vectors, and trends
Å Hands-on exercises focused on initial infection vectors, propagation, and 

Botnet functions.
Å Botnet functionality: banking credential theft, spam, phishing, DDoS attacks, 

proxies, network sniffing, malware hosting, key logging, etc.
Å Create and administer IRC and HTTP Botnets.

Day 3
Å Introduction to Network Forensics
Å Identifying and analyzing botnet activity: Finding Botnet C&Cs and 

compromised hosts
Å Effectively identify compromised hosts, malicious internet activity, and 

Botnets using:
Å Intrusion Detection Systems
Å Network Flow Analysis
Å Host-based Monitoring

Å Run and administer IDS, network flow, and host -based monitoring system

Day 4
Å Network Forensics: Hands-on Exercises 
Å The future of Botnet technology: Advanced topics
Å Network traces of common attack vectors
Å Collecting malware using Honeypots to find compromised hosts and Botnets
Å Running server-side and client-side honeypots

Day 5
Å Malware analysis to investigate malicious activity
Å Introduction to dynamic and static malware analysis
Å Performing dynamic and static malware analysis

Enquiries & Registration

IMPACT Global HQ

Venue 
IMPACT Global HQ
Jalan IMPACT, 
63000 Cyberjaya, Malaysia

Recommended Hotel

Cyberview Lodge Resort & Spa

Address
Persiaran Multimedia
Cyberjaya, Malaysia

Course Fees: US$899
This is special fees exclusively for IMPACT partner countries. 
Normal Fees is US$1299.

Discount Structure:
Group discount of 10% for 3 or more participants . 
Early Bird discount of 5% for registration and payment received before
16th April 2010.

Closing Date for Registration : 27th April 2010

+60 (3) 8313 2161/62

+60 (3) 8319 2020

training@impact -alliance.org

www.impact -alliance.org

+60 (3) 8312 7000

+60 (3) 8312 7001

www. cyberview -lodge.com


