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IMPACT Training Roadmap

IMPACT
Training & Skills Development
Course Catalogue
IMPACT’s Centre for Training & Skills Developments provides world-class training in cybersecurity. All training courses, specialised seminars and workshops are 

conducted in collaboration with the leading ICT companies and institutions that include ITU, SANS Institute, EC-Council, (ISC)2 and Honeynet Project. Our 

specialised courses bring together global expertise in a broad range of specialisations, allowing IMPACT to work with governments and individual organisations 

to build internal capabilities in order to secure vital infrastructure, mitigate threats and respond to unauthorised or unlawful activities. We carefully examine the 

needs and desires of our partner countries with an eye toward continual improvement and development.  As future requirements are identified, IMPACT will strive 

to develop and deploy effective training courses to meet specific needs of information security practitioners and professionals.   



Course Objective
This course sets a core foundation of IT security knowledge for all attendees. 
It is suitable for any member of the IT community from the newest member of 
the team to the most experienced professional. It describes the core 
fundamentals of information security in an interesting, relevant manner and 
covers the close alignment of information security with ever changing 
business requirements, enabling attendees to effectively understand 
information security concepts to build them into all business processes and 
designs. 

Target Audience 
This course is targeted at IT Managers/Executives, IT Systems 
Administrators, Security Administrators, Database Administrators, Access 
Control Administrators, Systems Analysts and Designers, Application 
Developers, Business Analysts and user representatives.

Course Duration
2 days, inclusive of Security Awareness for Everyone or Security Awareness 
for Managers or Security Awareness for IT Administrators, depending on the 
target audience.

Delivery Mode
Lecture with presentation slides, course materials and learning activities, 
inclusive of case study and review questions. 
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IMPACT SecurityCore and Specialised Tracks

IMPACT SecurityCore 

IMPACT SecurityCore is a comprehensive course that prepares IT 
professionals and practitioners for the most up-to-date developments in 
cybersecurity.  This course will cover the key concepts, definitions, principles 
and goals of information security considering both management and 
technological aspects. 

Key topics include firewalls, intrusion detection and prevention systems, risk 
management models including ISO 27001, standards, security policies, tools 
and techniques used in cyber threats, security risks to networks, defending 
against attacks through the implementation of proper security mechanisms, 
encryption, authentication and authorisation technologies. Participants will 
also see live demonstrations of the tools and techniques used by malicious 
individuals to attack vulnerable applications and systems. 

Security Awareness is included as part of the course targeting all audiences 
and specifically, Managers and IT Administrators. This is a value added 
offering to ensure that participants are well informed of most current threats 
and issues related to their security roles and responsibilities. Security 
Awareness for Managers is targeted at those with responsibility for staff and 
protection of assets. Security Awareness for IT Administrators is targeted at 
those with IT and Network Systems administration, developmental and 
supporting responsibilities. 

Management Track
This track addresses management concerns regarding the overall 
information security management for businesses and organisations. This 
responds to information security concerns that have evolved from a technical 
perspective to a business one. 

Key success factors are areas such as security or corporate governance that 
take into account the adoption of security frameworks, information security 
standards, security policies, best practices, guidelines and risk management. 

Security Management
Organisations of today are exposed to more complexities and uncertainties 
with the increasing use of technology and the pace at which the 
organisation’s risk environment is changing. As every business assets and 
processes are exposed to both internal and external threats, internationally 
accepted information security standards, best practices and controls must be 

implemented to identify, manage and mitigate these threats. 
Organisation-centric approaches to security management considering the 
impact of risks and their effect on the organisation determines best security 
activities and practices are most suitable for them to remain resilient. 
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Cyber Crime: Domestic and International Models of Cooperation

Course Objective 
This course introduces participants to existing and evolving cyber 
crimes, as well as the cooperative intiatives taken to address them at 
the domestic and international levels. At the domestic level, it traces the 
interface between the technical, legal, and law enforcement sectors, 
and delves into case studies involving computer forensics and police 
training modules. At the international level, the course examines 
several approaches to international cooperation such as the Council of 
Europe Convention on Cybercrime, as well as the ITU’s and OECD’s 
efforts. Participants will compare and contrast these initiatives, analyse 
the problem of definitions (or lack thereof) contained therein assess the 
related policy discussions in different countries and regions, and 
consider other bilateral treaties and informal means of cooperation.

Target Audience 
Civil servants engaged in cybersecurity efforts, Law Enforcement 
Officers, Academician, Policy Makers.

Course Duration
2 days

Delivery Mode
Lecture with presentation slides, course materials and learning 
activities, inclusive of case study and review questions. 

Legal  Responses to Emerging Cyber Crime

Course Objective 
This course focuses on the laws, their gaps, and the policy issues 
surrounding them in addressing emerging cyber crimes. The course 
discusses new area of technology that have given rise to new cyber 
crimes and what law enforcement officers, prosecutors, and even 
judges need to know in tackling them. Participants will consider 
samples of laws from different countries around the world, and the need 
for harmonisation in light of cross-border cyber threats and attacks. 
Participants will also explore the difficult policy issues impacting on 
these laws and consider the balances that need to be struck between 
privacy/constitutional rights and national security.

Target Audience 
Law Enforcement Officers, Lawyers, Judges, Academician, Digital 
Forensics experts.

Course Duration
2 days

Delivery Mode
Lecture with presentation slides, course materials and learning 
activities, inclusive of case study and review questions. 

Legal and Policy Framework
Hackers today target businesses and governments with the intent of 
committing fraudulent and malicious activities for financial gain. Accessing 
information or computer systems without authorisation puts the organisation 
- particularly the critical sectors - at great business risk.  This can create rife 
damage when the information falls in the hacker’s hands. Law enforcement 
agencies and personnel often face challenges when dealing with cyber 

criminals, where the source of attack can be from any part of the world. 
Additionally, laws governing cybercrime must be understood.  Having keen 
knowledge in cybercrime laws and the aspects of investigating and 
prosecuting cybercrimes, along with the legal considerations in assisting with 
investigations as well as tracing cyber criminal activities is the key for any 
successful prosecution. 



Network Security
Network Security courses are designed to equip IT professionals and 
practitioners with the knowledge and skills required for implementing, 
designing, configuring, maintaining and reviewing a secure network system 
to prevent and manage network vulnerabilities. Participants will learn the 
skills needed to identify and analyse common internal and external security 
threats against a network so proactive security and audit strategies can be 
implemented to protect the organisation's information assets and systems 
from weaknesses. 

These weaknesses are often exploited by remote users using publicly and 
commercially available software tools and through manual techniques. 
Web-based applications need to be audited to ensure that vulnerabilities are 
discovered, where risks mitigated promptly and effectively. Policies, 
processes, management structures, equipment, and other requirements are 
also necessary to respond to any unforeseen network incidents.

Network Systems Security and Audits 

Course Objective 
In today's network dependent business environment, 
organisations link their systems across enterprise wide and 
virtual private networks, as well as connect remote users. In this 
course, participants learn to analyse risks to networks, and steps 
needed to select and deploy appropriate countermeasures to 
reduce the exposure to these threats.

Target Audience 
Network Administrators, Network Support, System Support, 
Incident Handlers, Network Managers, IT Support.

Course Duration
3 days

Delivery Mode
Lecture with presentation slides, course materials and learning 
activities, inclusive of case study and review questions.

Developing and Implementing a Computer Incident
Response Team (CIRT) 

Course Objective 
This course will provide participants who have little or no 
experience with the knowledge and background required to 
formulate the policies, processes, management structure, 
equipment, and other requirements necessary to respond to 
network incidents. If an organisation has a Computer Incident 
Response Team (CIRT) or similar incident response capabilities, 
this course can provide information on refining the organisation’s 
current structure and capabilities.

Target Audience 
CIRT Manager, CIRT Analyst, Incident Handler, Security Analyst 

Course Duration
4 days

Delivery Mode
Lecture with presentation slides, course materials and learning 
activities, inclusive of case study and review questions.

Technical Track
This track covers technical aspects that focus on implementing, managing 
and configuring networked and web-based systems. Participants will be 
introduced to software application and tools required to gather information, 
perform investigations and configurations, and monitor activities for their 
security infrastructure and information systems. 

Key success factors are areas such as security or corporate governance that 
take into account the adoption of security frameworks, information security 
standards, security policies, best practices, guidelines and risk management. 
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Web Application Security 

Course Objective 
Understanding web application attack vectors is critical for web 
application developers responsible for maintaining and securing a 
web-based system.  Web application vulnerabilities have been the 
cause of computer security breaches for organisations. Businesses and 
customer-related information are the target of web application attacks.  
This course covers common methods for attacking web applications, 
such as SQL Injection, Cross-Site Scripting, command injection, data 
leakage attacks, session hijacking and PHP/Javascript/ASP 
vulnerabilities. Basic vulnerability discovery in web applications will be 
covered, as well as secure coding techniques and the OWASP. Some 
understanding of programming is required, preferably PHP, Javascript, 
or ASP.

Target Audience 
Web Application Developers, Penetration Testers, Web Application 
Testers.

Course Duration
5 days

Delivery Mode
Lecture with presentation slides, course materials and learning 
activities, inclusive of case study and review questions.

Application Security Course 
Business applications and processes increasingly moving towards the web 
services and adopting the software-as-a-service model, many organisations 
today are exposing data and critical business services to untested or insecure 
web-based applications. These applications with inadequate or non-existent
security offer opportunity for malicious hackers to access your critical  

database containing customer information, credit card data, proprietary data 
or classified information. You will gain skills on how to assess applications 
from a hacker’s perspective, understand application security vulnerabilities 
and learn how to mitigate these security holes so they are never exploited by 
a hacker. 

Network Investigations for Law Enforcement

Course Objective 
This network investigations course is tailored specifically to the needs 
of law enforcement officers who are investigating cyber crimes. The 
course will begin by reviewing the common types of cyber crimes, how 
criminal activities are conducted on the Internet, the tools and 
motivations driving the Internet as a medium for criminal activity. The 
course will investigate how Internet crime is conducted using tools such 
as Botnets, DDoS attacks, illicit file hosting, underground economy 
marketplaces, spam, phishing, extortion, and more. The course will 
demonstrate common hacking activities through web application 
exploits, remote operating system, application exploits, social 
engineering and web drive by attacks. The objective of the course is to 
give law enforcement officers a full set of tools and knowledge for 
conducting effective network investigations.

Target Audience 
Law Enforcement Officers and Law Enforcement Support staff.

Course Duration
4 days

Delivery Mode
Lecture with presentation slides, course materials and learning 
activities, inclusive of case study and review questions.

Law Enforcement 
Cyber criminals today are targeting organisations with the intent of gaining 
confidential and financial information unlawfully to commit crime. Traditionally 
this is illegal but with the internet platform this is highly possible due to 
unsecured application, systems and networks. 

When these cyber criminal falls in the hand of law enforcement, the officer 
must be well versed in conducting investigation, analysis and reporting using 
tools and techniques and also understand the motive behind these attacks.

Malware Analysis and Reverse Engineering 

Course Objective 
Determining the functionality of malware is critical both during the 
incident response process and to identify where threats originate from.  
The course examines malware in both static and runtime environments. 
It will take into account the viewpoint of an incident responder 
attempting to determine what malicious activities the malware has 
conducted in order to mitigate further malicious activity and remove the 
malware from an infected system. The course will also consider the 
perspective of a Computer Incident Response Team (CIRT) or security 
team involved in investigating, analysing and reporting on malware 
related incidents. Both static and runtime malware analysis techniques 
and reverse engineering tools such as IDA Pro and Ollydbg will be 
covered. 

Target Audience 
Incident Responders, Network and System Administrators, CIRT 
Personnel, Malware Researchers, Malware Investigators, Antivirus 
Analysts.

Course Duration
5 days

Delivery Mode
Lecture with presentation slides, course materials and learning 
activities, inclusive of case study and review questions.



For more information or enquiries, please contact:

International Multilateral Partnership Against Cyber Threats (IMPACT)
Jalan IMPACT
63000 Cyberjaya
Malaysia
Tel : +60 (3) 8313 2020
Fax : +60 (3) 8319 2020
Email : training@impact-alliance.org
www.impact-alliance.org

IMPACT Scholarship Programmes
As a global, non-profit organisation, IMPACT has received generous 
donations from leading information security training providers. These 
donations enable IMPACT to offer highly sought-after training courses to 
qualified security professionals from any one of our partner countries. 

IMPACT SANS Improving Cyber-Security Education (ICE) Scholarship 
Programme
IMPACT SANS scholarship are awarded to recipients from IMPACT partner 
countries with the pre-requisite background in security. The courses offered 
are aimed at developing local talents within the member countries to 
instructor status, and with the knowledge obtained, the local instructors will 
be expected to contribute by conducting security seminars, workshops and 
community programs. With this ICE program, it is hoped that the awareness, 
training and education program will benefit IMPACT members while at the 
same time, contribute to enhance cyber-space security for all.

Candidates applying for the Improving Cyber-Security Education (ICE) 
program will be required to follow either one of the following tracks:

• IMPACT-SANS Network Security Instructors (INSI)
• IMPACT-SANS Application Instructors (IAI)

Through this programme, IMPACT is able to offer various training courses 
courtesy of the SANS Institute and EC-Council. These organisations are 
widely acknowledged as the top information security certification bodies in 
the world and are renowned for providing exceptional high quality courses 
and certifications that are recognised throughout the information security 
community.

EC-Council – Information Security Training Sponsorship Programme 
(ISTP)
ISTP is co-sponsored by EC-Council and is part of IMPACT’s global agenda 
to combat cyber threats. The courses are awarded to selected recipients from 
IMPACT partner countries. IMPACT is seeking suitable candidates with 
technical background in cybersecurity, good communication and presentation 
skills, and have keen interest in becoming a cybersecurity trainer in support 
of the scholarship programme. 

The EC-Council programmes identified under the ISTSP are Network 
Security Administrator (E|NSA), Certified Ethical Hacker (C|EH), Computer 
Hacking Forensics Investigators (C|HFI), Certified Security Analyst (E|CSA), 
Licensed Penetration Tester (L|PT) and Certified Disaster Recovery 
Professional (E|DRP).
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